1) Send an email to an OTT Director or Branch Chief, requesting approval for VPN access.
Once approval is received via email, forward to Sharon Fields or NED requester for
processing. The NED requester will work with AO to obtain approval.

2) Complete online course on the following screens below.

click here http://irtsectraining.nih.gov/

NIH INFORMATION SECURITY AND PRIVACY AWARENESS TRAINING l

e\ L e TS

NIH LOGIN SITE

Login for NIH: NIH ID Number:

&{EJ SEARCH FOR YOUR NIH ID

"Empbym Your ID is the same as the "Personal Identifier”
+* Coniractors on the back ofyour MIH badge.
v Fellows

& Staff without an MIH ID badge

& Pew staff scheduled to begin
waorking at MIH

« Staffwho forgottheir NIH ID

+*NIH Guests or Tenants
Special Volunteers
New staff coming to NIH

Who use NIH Information Systems. Click Here

ENTER NIH IDINUMBER:

001 Ji2100 oo |

MNIH STAFF CLICK HERE TO ENTER NIH TRAINING SITE

PUBLIC ACCESS TO NIH COURSES ! System Reguirements
@ NOT FOR NIH STAFF Pop-up blocker must be disabled to view System Requirements.
Enter Here
S it
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USER VERIFICATION:

Is this you?*

Name NIH ID # SAC

THANH NGUYEN AT HMNA4EG
m

Click Yes to confirm that the user information shown is yours and continue.
Click No to return to the login screen and re-enter your badge ID number.

*If the Name is blank: This means your Administrative Officer entered you into the MIH Enterprise Directory (WED)
today. This system will update tonight and you will be able to take your training tomorrow.


http://irtsectraining.nih.gov/
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WELCOME TO THE NIH INFORMATION SECURITY AND PRIVACY TRAINING COURSES

PLEASE MAKE A SELECTION:

LOG OUT

VIEW MY STUDENT RECORD |

Pop-up blocker must be disabled to view

Course Title Completed?

MANDATORY COURSES FOR ALL NIH STAFF

Information Security Awareness

Entire MIH Information Security Awareness Course: YES
Required prior to or immediately upon entry to MIH
2012 MIH Annual Security Refresher: YES

Required annually after taking the entire course

Privacy Awareness
Entire MIH Privacy Awareness Course: YES
Required prior to orimmediately upon entry to MIH
2012 MIH Annual Privacy Refresher: YES

Required annually after taking the entire course

SPECIALIZED TRAINING COURSES

Users Requesting Remote Access (additige®al IC approvals apply)

Securing Remote Computers ’ YES
Eemote Access User Cedification Agreement 11/032009

Users Requesting Administrative Rights to their Computers (additional IC approvals apply)

FDCC Systems Administrator Training YES




#  Click the links to learn more. Click Next to continue. Y Audio o Mext | Exit
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The Threat is Real

Maria, a remote access user, was avictim of the Blaster
worm. It caused herto suddenly and unexpectedly lose

control of her computer and her work. It also passedinto
the MNIH network through her remote access connection.

Blaster got Maria because she didnt have her system
patches updated on her personal system, which she was
using for MIH work.

System Security

4. Antivirus

Software Attacks like this one are attempted every day, but most
can be avoided with the right security tools and practices

in place.

5. Personal
Firewalls

6. Social
Engineering

T. Personal Path
to Security Arcund the world, hundreds of thousands of unprepared
8. Cartification systems were disabled by Blaster.

Agreement

E Print Certificate
n

EXIT COURSE

NIH Remote Access User Certification Agreement

Directions: You must scroll through this document and click on the "l Agree" button
at the bottom of this page in order to record your acceptance.

An employee, contractor, or other authorized user may be authorized by management to have remote access connectivity to NIH resources if there is a clear mission-related need

1. All remote access connections and senvices that connect to NIH resources, whether furnished by the government or by the user, shall be used only by the individual authorized below
and for authorized use only.
2. All autherized users who have been provided remote access to the NIH network must take annual NIH Computer Security Awareness Training at http:/itsectraining.nih.gov.
3. All autherized users shall ensure that resources remain secure from damage and unauthorized use in accordance with:
o NIH IT Security Policies, Standards and Procedures at hitp:ifocio.nih.govisecurity/'sec_policy. html, WHS in particular
1. The NIH IT General Rules of Behavior at htip.//ocio.nih.govisecurity/ninitrob.htm] MKH

2. The Limited Authorized Personal Use of NIH Information Technology Resources Policy at hitp/iwww3.od.nih. simanagement/2806/ MRS
3. The NIH Remote Access Policy at hitp-//oma.od.nih.govimanualchapters/management/2810/ =
4. The NIH Remote Access Security Standards and Procedures at hitp//ocio.nih. govinil i i Remote Access FINAL doc [NiH9

o DHHS Cybersecurity Program Policies, Standards and Other Documents hiip:/intranethhs.govinfosec/policies_type.htm| (A8
o Local Institute/Center (IC) IT security and remote access policies. [Note: ICs may require authorized users to sign additional remote access user agreements with more stringent
reguirements)

4. Authorized users are also responsible for:

o Ensuring that systems are secure and that anti-virus software is installed, running, and updated regularly on all end user remote access systems prior to using them. Authorized
users of NIH-provided software should obtain the software from hitp.ffwww antivirus .nih.gov/
Ensuring that, they utilize, maintain, and store highly sensitive information on NIH network servers when feasible. Government data cannot be stored on personally-owned
equipment.
Reimbursing the government for any unauthorized use of government resources (by self or other individuals) or damages that resultin charges to the IC that result from
inappropriate use

o Motifying their Administrative Officer and supervisor when remote access resources and services are no lenger required to accomplish mission objectives.

NIH will review all remote access accounts (at least) annually to ensure thatthere is a continuing need for the remote access resources and privileges

a

o

o

NIH REMOTE AUTHORIZED USER CERTIFICATION AGREEMENT

I have read and understand the requirements stated above and agree to adhere to them for the duration oftime | have NIH network remote access senvices. | understand that if | violate any of
these standards and procedures, | may be subjectto cancellation of my remote access privileges andlor disciplinary actiog

| AGREE I

€& Local intranet | Protected Mode: Off v ®mI0% v




